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threats	
  

Security	
  requirements	
  
Vulnerabili9es,	
  
Recommended	
  	
  
countermeasures	
  

Vulnerabili9es,	
  
Residual	
  risk	
  

System	
  facts,	
  
countermeasures	
  

Untreated	
  risk	
  

“oops!”	
  

Assurance:	
  How	
  do	
  we	
  know	
  that	
  countermeasures	
  	
  
are	
  effecFve	
  against	
  the	
  known	
  threats	
  ?	
  



Understanding	
  risk	
  THROUGH	
  assurance	
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•  Assurance	
  =	
  residual	
  risk	
  +	
  confidence	
  
•  Risk	
  factors:	
  

•  Understanding	
  threats,	
  	
  
•  Severity	
  of	
  their	
  consequence,	
  
•  Likelihood	
  of	
  their	
  occurrence	
  
•  Untreated	
  [or	
  Environmental]	
  risk	
  
•  Vulnerability	
  
•  Countermeasures	
  
•  Residual	
  risk	
  

End-­‐to-­‐end	
  	
  
risk	
  miFgaFon	
  
argument	
  

risk	
  miFgaFon	
  

risk	
  

Assurance	
  focuses	
  on	
  vulnerability	
  [and	
  risk	
  miFgaFon]	
  and	
  helps	
  understand	
  residual	
  risk	
  	
  



Goal 

G1 

System is acceptably 


secure


M1

Integrated system 


model


Model 

Goal 

G2

All threats are 


identified and adequately 

mitigated


CG1.1

Security criteria are defined


Context 

CG1.4

Concept of operations


Context 

Strategy 

S1 

Argument based on end-to-end risk mitigation analysis


Goal 

G3

All threats to the system


are  identified

Goal 

G4

Identified threats are 

adequately mitigated


CG1.5

Subject to declared 


assumptions and limitations


Context 

CG1.2

Assessment scope is defined


Context 

CG1.3

Assessment rigor is defined


Context 

End-­‐to-­‐end	
  risk	
  mi9ga9on	
  argument	
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Goal 

G5

Residual risk is acceptable




Understanding	
  risk	
  FOR	
  assurance	
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•  Assurance	
  =	
  residual	
  risk	
  +	
  confidence	
  
•  Risk	
  factors:	
  

•  Understanding	
  threats,	
  	
  
•  Severity	
  of	
  their	
  consequence,	
  
•  Likelihood	
  of	
  their	
  occurrence	
  
•  Untreated	
  [or	
  Environmental]	
  risk	
  
•  Vulnerability	
  
•  Countermeasures	
  
•  Residual	
  risk	
  

Confidence	
  ?	
  

Confidence	
  ?	
  

Confidence	
  ?	
  

In	
  order	
  to	
  have	
  confidence	
  we	
  must	
  first	
  understand	
  untreated	
  risk	
  	
  



Failing	
  to	
  understand	
  the	
  ENTIRE	
  risk	
  …	
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Understanding	
  ENTIRE	
  risk	
  for	
  assurance	
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Goal 

G3

All threats to the system


are  identified


Strategy 

S2 

Argument based on various confidence factors affecting 


threat identification


Goal 

G3.1.1

All operational activities


of the system

are  identified


Goal 

G3.1.2

All assets of the system


are  identified


Goal 

G3.1.3

All undesired events


are  identified


Goal 

G3.1.4

All threat scenarios


are  identified


Goal 

G3.1

All known risk factors 


related to similar systems 

are  identified


Goal 

G3.2

All risk factors for the system

are  systematically identified


Goal 

G3.3

Risk analysis team is 


adequately experienced


Goal 

G3.1.5

All threat agents


are  identified
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How	
  do	
  we	
  exchange	
  knowledge	
  of	
  “risk”	
  ?	
  

•  “Risk”	
  is	
  not	
  a	
  thing,	
  it	
  is	
  a	
  complex	
  statement	
  
[asserFon]	
  describing	
  relaFons	
  between	
  many	
  things	
  

	
  	
  	
  	
  	
  	
  

•  “Threat”	
  is	
  not	
  a	
  thing	
  either,	
  it	
  is	
  a	
  complex	
  
statement	
  describing	
  relaFons	
  between	
  many	
  things	
  

•  Therefore	
  exchanging	
  “risks”	
  or	
  “threats”	
  is	
  an	
  utopia	
  
–  But	
  we	
  can	
  exchange	
  elementary	
  things	
  and	
  their	
  
relaFonships	
  as	
  facts	
  

	
  

Risk	
  =	
  ∫	
  (severity,	
  likelihood)	
  	
  
Threats	
  



impact 

impact 

impact 

impact 

causes 

Threat	
  Agent	
  

likelihood severity 

entry	
  point	
  

threat 
scenario 

capability 

motivation 

Threat	
  

Asset	
  

Undesired	
  Event	
  

Security	
  requirement	
  

Fact-­‐oriented	
  threat	
  and	
  risk	
  analysis	
  

9	
  

Injury	
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impact 

consequences 

Security	
  criteria	
  

owner 

Risk	
  =	
  ∫	
  (severity,	
  likelihood)	
  	
  
Threats	
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